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Privacy Policy of TIFFA EDI Services Company Limited

1. Introduction

TIFFA EDI Services Company Limited (“the Company” or “TIFFA EDI” ) , have realized
the importance of personal data and other information relating to living individuals (collectively
referred to as “Personal Data”) and have strived to maintain safety and security measures on
personal data in accordance with the applicable Personal Data Protection Act B.E. 2562 (2019)
(“Personal Data Protection Act”) of Thailand. Therefore, the Company who operates in
relation to the collection, use, disclosure of personal data, or transferring to other countries
(collectively referred to as “Processing”), has established and disseminated this personal data
protection policy (“the Policy”) to every relevant party for their acknowledgement. Such policy
shall be in effect for every executive, employee, external party and contractor to ensure their

strict compliance with policies and laws relating to personal data protection as follows.

2. Types of persons that we collect the personal data

Such policy shall be in effect for the every person having business relationship with
TIFFA EDI, within present year or possibly in the future, whose personal data is operated by the
Company referring to the authorized representative , agent, outsourced service providers,
employees of TIFFA EDI (collectively referred to as “Data Processor”) that may be occurred
when offering TIFFA EDI’s products, goods, and services; for example, website, system software,
applications, documents, operational services etc. (collectively referred to as “Service”).

The Policy must be applied to personal data in which the Company may collect, use,
disclose or transfer to other countries. Such personal data belong to the following groups of

people:

1) former, existing, or prospective individual customer

2) employee

3) individual vendor and service provider

4) authorized person of a juristic person, director, contact person and a natural

person who acts on behalf of the juristic person
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5) customer using our products, goods, and services,

6) visitor entering www.tiffaedi.com or user of system software, applications,
equipment and other communication channels operated by the Company.

7) other individual whom the Company collects personal information such as job
applicant, employees' family members, guarantors, reference persons,

beneficiary etc.

Persons in 1) - 6) are collectively referred to as “you”

In addition to the Policy, The Company may require a privacy notice (“Notice”) for its
products or services to inform the ownership of personal data whose access to such service
that their personal data is being process and reason for processing period of retention of
personal information including the right to personal data that the personal data subject has in

particular products or services.

In the event of conflict between the terms of this Privacy Notice, this policy will subject

to the Privacy Notice.

3. Definitions Referred to in this Policy

“Company” refers to TIFFA EDI Services Company Limited and its authorized
representative

- “Personal Data” refer to data of a person which help identify such person, whether
directly or indirectly, excludes information relating to deceased individuals

- “Sensitive Personal Data” refers to personal data stipulated by the Personal Data
Protection Act B.E. 2562 (2019) as sensitive data. The Company shall collect, use,
disclose or transfer sensitive personal data abroad that includes data pertaining to
nationality, race, political opinion, cult, religion or philosophy, sexual behavior,
criminal record, health record, disability, trade wunion information such as
membership data etc., genetic data, biometric such as facial recognition data, iris
recognition data, voice identification data, fingerprint recognition data for identity

authentication purposes, including other information which may affect the data
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subject in the same manner according to the notification of the Personal Data
Protection Committee.

- “Data Processing” refers to collecting, recording, copying, organizing, retaining,
updating, changing, using, recovering, disclosing, forwarding, transferring, merging,
deleting, destroying, and etc.

- “Data Subject” refers to a natural individual person who owns such personal data
in relation to the collection, use, disclosure of personal data, or transferring to other
countries by the Company.

- “Data Controller” refers to a natural or juristic person who operates in relation to
the collection, use, or disclosure of personal data.

- “Data Processor” refers to a natural or juristic person who operates in relation to
the collection, use or disclosure of personal data pursuant to the orders given by or

on behalf of a data controller, whereby such a person is not the data controller.

4. Sources of your personal data
Personal data TIFFA EDI collects from other sources may include but not limited to:

1) Personal Data that the Company collects directly from the personal data subject
through various service channels such as the service registration or enrollment,
job application, contract signing, products & services surveys, or personal data
collected when in contact with the Company at the office or through other
communication channels operated by the Company, and etc.

2) Personal Data collected by the Company when the data subjects accessing the
website or using products and services such as website behavior tracking that
collects and wuses cookies and similar technologies when browsing the
Company’s website or from the Data Subject’s device software, etc.

3) Personal Data collected by the Company from the other sources that not
provided directly from the Data Subject with the legitimate reason by law or
obtained consent from the data subject to disclose the data to the Company for

example receiving personal data from other companies.

TIFFA EDI would like to inform you that for the processing of your personal data,

the data of the other person that you provided for the Company, you shall be
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responsible to inform those people of the Policy and/or the letter requesting for

consent (if necessary).

If the Data Subject refuses to provide such necessary personal data, TIFFA EDI may not
be able to consider completely or partially entering into product and service delivery or

perform administration in accordance with the agreement with you (as the case may be).

5. Lawful Basis on the Purpose of Data Processing
TIFFA EDI may proceed on the Processing of your personal data for the relevant

purposes and lawful basis as follows:

Lawful Basis Purposes

Legal Obligation For the Company to comply with the legal
obligations such as

- collection of computer traffic data under the
Computer-Related Crime Act B.E. 2560

- laws concerning taxation

Legitimate Interests For the legitimate interests of the company and of
another person. Such benefits are no less important
than the fundamental rights of personal data
subjects such as for the security of company
premises, processing personal data for the internal

affairs of the company and, etc.

Contractual Basis For the company to be able to perform relevant
procedures under the contract or take any necessary
action for entering into a contract which you are
relate to the Company such as employment,
memorandum of cooperation, other forms of

contract, and etc.

Consent For collection of wuse or disclose personal

information in the event that your consent s

required. Consent will be notify prior the request of
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Lawful Basis Purposes

the consent such as collecting sensitive personal
data for purposes that do not comply with the

exemptions of Article 24 or 26 of the Personal Data

Protection Act. 2562

In case that the personal data collected by TIFFA EDI for the aforementioned purposes
is the data necessary for the performance of agreements or the compliance with relevant
applicable laws, if you refuse to provide such necessary personal data, TIFFA EDI may not be
able to consider entering into transaction or perform administration in accordance with the

agreement with you (as the case may be).

6. Personal Data which shall be collected
In general, for the collection of your personal data, TIFFA EDI shall collect your
personal data by directly requesting the data from you; nonetheless, there may be some other
considerations that apply to the collection of personal data. The types of data specified are
just a framework for collecting personal information of the company. Generally, only
information related to the products or services you use or are associated with will be effective.
In this regard, TIFFA EDI shall proceed to collect your personal data may include,

but are not limited to, the following:

Types of Personal Data Descriptions and Examples

Identity Data Your identity data or identity verification from official
identification documents such as your first name, last name,
middle name, nickname, signature, ID card number,
nationality, driver's license number, passport number, house

registration, and etc.

Personal Details Detail information about yourself such as date of birth,
gender, height, weight, age, marital status, military

enlistment status, photographs, spoken language, and etc.

Contact details Contact information such as your home phone number,

mobile phone number, Fax number, e-mail address, home

Effective Date: 15 JUNE 2022 Proprietary Information: Public Page 18 28



‘ T’FFA SD.HR.20 Privacy Policy /Ver.2.0.0

EDI SERVICES CO.,LTD.

Types of Personal Data Descriptions and Examples

postal address, username in social networks (Line ID, MS

Teams), map location of household, and etc.

Employment and education | Employment details including work experiences and
details educational background such as type of employment,
occupation, position, expertise, reference information, tax
identification number, work history, salary, start date, leave
date, assessment results, benefits, items in possession of
the worker, bank information, educational institutions,

grades, graduation date, and etc.

Profile and usage details Details about the company's products or services such as
username, password, PIN number, Single Sign-on (SSO ID)
information, OTP, computer traffic data, geolocation data,
photos, videos, audio recordings, usage behavior (Websites
under the supervision of the company such as
www.tiffaedi.com or other applications), browsing history
(cookies or similar technologies), device ID, device type,
connection details, browser information, language used on

operating system, and etc.

Sensitive data Your sensitive personal data such as religion, criminal
record, biometric data (face photo data), health information,

and etc.

7. Cookies and Use of Cookies

While browsing the Company’s website www.tiffaedi.com or using your devices

depending on your registered services, cookies may be placed in the viewer’s device, while
data may be collected automatically. Some cookies may be required in order to facilitate the
proper operation of the website, whereas others shall be used to facilitate the viewers and
enable them to browse additional information regarding the Company’s cookies policy. You can

manually set or delete the use of cookies from the settings in your web browser.
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In the case that The Company needs consent to collect personal data of minor or
incompetent person, the consent must be granted from the parent, guardian, or authorized
person to act on behalf of the minor or incompetent person in accordance with the conditions
prescribed by law.

In the case that The Company is not informed that the Data Subject is a minor or an
incompetent person and later found that the collected personal data without obtaining the
consent from parent, guardian, or authorized person to act on behalf of the minor or
incompetent person, such personal data will be erased and destroyed as soon as possible due
to The Company does not have any legitimate grounds other than consent for collection of use

or disclose such information.

9. Purposes for the Data Collection
The Company collects your personal information for several purposes. This depends on
the type of product, service, or activity you use as well as you're relation with the company.
Purposes stated below are just the framework for the Company's use of personal data. This is
generally only for purposes relate to the product and service you use or relation with The
Company that will be applicable to your personal information
1) To provide and manage services of the Company, both services under the
contract with you or according to the company's mission
2) For the Company's transactions processing
3) To supervise, operate, monitor, and manage the services to facilitate and meet
customers' needs.
4) To maintain, update, and improve information about you including documents
referred to you
5) For the record of personal data being processed as required by law.
6) To analyze data including solving problems related to the company's services
7) To carry out the necessary process of management in the organization including
job applications, recruiting, and qualification evaluation
8) To prevent, detect, avoid, detect fraud, security breach, or prohibited actions or
illegal and may cause damage to the whole company and the owner of personal

data
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9) To identity verification, verify your identity, verify information when you
apply/contact for the company's services, or obtain legal rights

10) To improve the quality of products and services

11) For risk assessment and management

12) To notify a confirmation and broadcast to you

13) To create and deliver relevant and necessary documents or information

14) To verify your identity, prevent spam, or an unauthorized actions or illegal

15) To examine how the subject of personal data accesses and uses the Company's
services

16) To take the necessary actions to fulfill the duties that the company has to
regulate by tax authority law enforcement or legal obligations of the company

17) To take the necessary actions for the legitimate interests of the Company or
another person, and other legal entities related to the operations of the
Company

18) To comply with laws, notices, enforcement, and litigation including the exercise

of rights relating to your information.

10. Disclosure of personal data

Subject to the purpose set out in Clause 8. The Company may disclose your personal
information to the following third parties. The categories of recipients listed below are just the
Company's personal disclosure frameworks in general only the individual recipients of

information related to the products or services you are in relation with will apply.

Third Parties Descriptions

The government authorities, | Authorities or organizations which exercise powers or
regulatory  authorities, public | perform duties under the laws such as Revenue
organizations, independent | Department, polices, court, Office of the Attorney
organizations established under the | General, the Department of Health, The Ministry of
laws or other authorities as | Digital Economy and Society, The Customs Department,
prescribed by laws for the purpose | The Social Security Office, and etc.

of legal proceeding or other

important purposes
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Third Parties Descriptions

Partners of contract in relation with | Outsourced service providers for any benefit and
the Company’s Employee Welfare | welfare provided for TIFFA EDI employee such as
insurance companies, hospitals, payroll companies,

banks, telephone operators, and etc.

Business Partners The Company may disclose your personal data to third
parties partnered with the Company for the benefit of
providing services to you such as agencies that provide
services that you contact through the company's
services, service providers in marketing, advertising
media, financial institutions  platform  provider

telecommunication service providers, and etc.

Agents, contractors/sub-contractors | The Company may appoint the third parties as the
and/or service providers authorized service provider or to support company
operations such as storage providers (e.g. Cloud
storage), system developers, software, applications,
websites, payment gateway, internet provider,
telephone operator, digital ID service, outsource
marketing, risk management, consultant, shipping/freight

forwarder, and etc.

Other third parties The Company may disclose your personal data to other
recipients such as those who contact to company,
family members, Non-profit foundations, temples,
hospitals, educational institutions, other agencies, and
etc. And for the purposes of company services include

training, awarding, making merit, donating, and etc.

11. The submission or transfer of personal data to foreign countries
In some circumstance, we may be required to disclose your personal data to foreign
countries to perform services on behalf or to assist with the provision of products and services

to you, for example, to send personal data to the Cloud or Server located abroad (such as the
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United States of America, and etc.), to support information technology systems located outside
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Thailand depending on the service activities you use or involved in by The Company
In addition, Thailand is in the process of establishing sub-regulations relating to the
PDPA for the effective and clear implementation of rights and obligations and list of destination
countries or international organizations that have an adequate level of protection has not been
prescribed by The Personal Data Protection Commission (PDPC). In this regard, for the
submission or transfer of your data to foreign countries in whatsoever case, TIFFA EDI shall
ensure appropriate safeguards in place, and oblige the recipients to protect your Personal Data
in accordance with this Policy and as allowed by applicable international laws using appropriate
security measures with an adequate level of protection under the following legal grounds:
1) the transfer is pursuant to the law
2) where the consent of the Data Subject has been obtained
3) it is necessary to perform an obligation under a contract or the transfer is at the
request of the Data Subject
4) the transfer is necessary for the performance or conclusion of a contract that is
beneficial to the Data Subject
5) where it is to prevent or suppress a danger to the life, body, or health of the
data subject or other persons, when the data subject is incapable of giving their
consent.

6) It is performed for significant public interest

12. Period for retention of personal data

The Company shall retain your personal data for the period necessary for the purposes
of the collection, use or disclosure of personal data set out in this Policy or legal, regulatory,
and internal requirements. The criteria for determination of retention period are the period
necessary for TIFFA EDI to utilize your personal data in accordance with the purposes and it
shall be further retained pursuant to the period necessary for the compliance with laws or the
statutory prescription period, or for the establishment, compliance, exercise or defense of legal

claim, or for other reasons pursuant to the internal policies and rules in TIFFA EDI.
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13. The Disclosure of Personal Data to a Third Party
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The Company may have the need to disclose Personal Data to its agents,
contractors/sub-contractors and/or service providers or to other persons or business units that
are strategic allies in Thailand or in a foreign country cooperating with the Company in the
procurement of various products or services, for example, hosting, outsourcing, Cloud
computing service provider or out of necessity as prescribed by terms and conditions of the
Company.

Assigning a third party for data processing, The Company will provide an agreement
specifying the roles and rights of a data controller to a data processor. This includes defining in
detail the types of personal data to be process along with objectives and scope of processing
of personal data and other related agreements in which personal data processors are obliged
to process personal data only to the extent specified in the agreement and in accordance with
the instructions of the company without being able to process it for any other purposes.

When the data processor, assigns the authorized sub-processor, The Company shall
instruct the data processor to provide an agreement between the data processor and the sub-
processor in a format and standard with an adequate level of the agreement between the

Company and the personal data processor.

14, Security Measures

The Company maintains appropriate security measures for Personal Data, which cover
administrative, technical and physical safeguards in relation to access control to protect the
confidentiality, integrity, and availability of Personal Data against any accidental or unlawful or
unauthorized loss, access, use, alteration, correction or disclosure of Personal Data, in
compliance with the applicable laws.

The Company has implemented access control measures which are secured and
suitable for our collection, use and disclosure of Personal Data. TIFFA EDI restricts access to
Personal Data as well as storage and processing equipment by imposing access rights or
permission, user access management to permit access to authorized personnel, and user
responsibilities to prevent unauthorized access, disclosure, perception or unlawful duplication
of Personal Data, or theft of device used to store and process Personal Data. This includes

methods enabling the re-examination in relation to access, alteration, erasure, or transfer of
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Personal Data to the third parties which are in accordance with methods and channels to
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collect use or disclose Personal Data.

15. Connection to website or external services

Some services from company may connect to the third-party websites or services, such
websites or services may provide a personal data protection policy that may bear differences
with regard to scope and application of the provision considered with this Policy. The Company
recommends that you read the privacy protection policy of that website or service thoroughly
to fully understand in detail before using or browsing it. Therefore, Company will not hold
responsible for the content, policies, damages or actions caused by third party websites or

services.

16. TIFFA EDI’s Personal Data Protection Act Working Group

The company has appointed a group member to manage the law on personal data
protection to monitor, supervise, advise on the collection, and use or disclosure of personal
information including coordinating and cooperating with the Office of the Personal Data

Protection Commission to comply with the Personal Data Protection Act B.E. 2562

17. Your rights as the owner of personal data under the Personal Data Protection Act B.E.

2562

The Personal Data Protection Act of 2562 provides number of rights to personal data
subjects. These rights will come into effect when the law on this right has enforced. The details

of rights are as follows:
1) Right to request access

You have the right to request access to receive a copy and disclose the source
of personal information that has been collected by Company without your
consent. However, The Company have the right to refuse your request on
grounds of law, or court order, or in the event that the exercise of your rights

will have an effect that may cause damage to the rights and freedoms of others.
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2) Right to request for the rectification
If you found that the data controlled by TIFFA EDI is incorrect or you have
changed your personal data, you have the right to request TIFFA EDI to correct
your personal data so that such personal data is accurate, current, and

complete and not causing misunderstanding.
3) Right to request for the erasure

You have the right to request the Company to delete, destroy, destroy or cause

such data to be unable to identify your identity as prescribed by laws.
4) Right to request to suspend the use of information

You have the right to request to suspend the use of your personal data for the

following cases:

a) While the company perform verifications at the request of the personal data

subject to correct, complete, and current of personal information.

b) Personal data of the subject is collected, used, disclosed and transferred

unlawfully.

c) When the personal data is no longer need to be kept for the purposes of
which the Company has been notified but the owner of the personal data
wishes The Company continues to keep that information for the purpose of

exercising its legal rights.

d) During the period where Company is proving the legitimate grounds for
collecting personal data, or investicate the need to collect/use/disclose
personal information for the public interest due to the personal data

subject's right refuse the collection/use/disclosure of personal data.
5) Right to object the processing of personal data

You have the right to object the Processing of data relating to you in respect of
the collection, use or disclosure of your personal data within the criteria
prescribed by law. The Company has a legitimate reason to refuse a request (for

example, the Company demonstrates that the collection/use/disclosure/transfer
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of your personal data is more legitimate or for the establishment of legal claims

compliance or exercise of legal claims).
6) Right to Withdraw Consent

In the event that you have given consent to the company to
collect/use/disclose personal information (Whether that consent was given
before or after the Personal Data Protection Act B.E. 2562 comes into force), you
have the right to deprive your consent at any time during the period your
personal data is kept by the Company. Unless there is a restriction by law for
the company to necessarily keep the data or if there is a contract between you

and the Company that benefits you.

7) Right to claim, send, or transfer personal data
You have the right to obtain your personal information from the Company in a
form that is readable or usable with a tool or device that workable and also
personal data can be used or disclosed by automated. You may ask the
company to transmit or transfer data in such form to another personal data
controller only if the exercise of this right shall be subject to the conditions

prescribed by law.

18. Penalty for not comply with the Privacy Policy

Failure to comply with the policy may result in an offense and subject to disciplinary
action in accordance with the Company's rules. (for employees of the Company) or in
accordance with the personal data processing agreement (for personal data processors) this
may depend on your relation with the Company and may be subject to penalties as stipulated
by the Personal Data Protection Act B.E. 2562, including secondary laws, rules, regulations and

relevant orders.

19. Complaints to supervisory authorities

You have the right to lodge a complaint with the competent officers under the
Personal Data Protection Act B.E 2562 (2019) in case that the Company breaches or does not
comply with such Act. You have the right to complain to the Personal Data Protection

Committee or a supervisory authority appointed by the Personal Data Protection Committee or
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by law. However, The Company shall ask you to contact the company beforehand so that the

Company has the opportunity to clarify various issues and address your concerns.

20. Amendment of this Privacy Policy

We may amend and update this Privacy Policy from time to time, and if there is such
amendment, we will keep you posted through TIFFA EDI website www.tiffaedi.com and/or
inform you via email. The effective date of each revised version will be indicated. However, the
Company encourages you to regularly check for new versions of this policy through the
application or specific channels before you disclose personal information to the company.

Access to the Company's products or services after the enforcement of the new policy
will consider that you have acknowledged the terms and conditions of the new policy. Do not
proceed if you do not agree with the details in this policy and please contact us to further

clarify the facts

21. Contact details for concerns/questions

If you have any questions, or would like to exercise your rights regarding your Personal
Data, please contact us or our data protection officer at:
Data Controller:
- TIFFA EDI Services Company Limited
- Contact Place: 19 4th Floor, Srinakarin Road, Bangna Nuea, Bangna, Bangkok 10260
- Telephone&Email: Customer Service Center 02 018 7000

Effective Date: 15 JUNE 2022 Proprietary Information: Public Page 28| 28



